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Question
What score would you give to your knowledge about SMT?

(a) 76-100 
(b) 51-75 
(c) 26 - 50 
(d) 0 - 25



Question
What score would you give to your knowledge about automata?

(a) 76-100 
(b) 51-75 
(c) 26 - 50 
(d) 0 - 25



Symbolic Execution
Qsphsbn

1: def foo(int a, int b, int c): 
2:    int x, y, z = 0, 0, 0 
3:    if a > 5: 
4:        x = -2+a 
5:    if a < b and b < 10: 
6:        if a + c >= 30: 
7:            y = 3-b 
8:        z = 2+c 
9:    assert x+y+z+a != 5
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4:        x = -2+a 
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x’ = -2+a

a + c >= 30?

y’=3-b
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x = 0,y = 0,z = 0

UNSAT SAT: (a=6,b=7,c=-7)

UNSAT



Can we do the same with 
string-manipulating 

programs?



Motivation
• Strings are a fundamental data type in programming 

languages, esp. in popular languages like JavaScript, 
Python, etc. 

• Many subtle bugs (some could have serious security 
consequences, e.g., XSS, code injection) are caused by 
string manipulation
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String Data Type

Many string-related bugs — hard to find by random testing

<a onclick=“viewPerson(‘’); attackScript();……”> …… </a>
XSS

Prevalent in today’s software

<a onclick=“viewPerson(‘Ben’)”>Ben</a>

Dynamically generated by

Q: Does the sanitisation work?



Motivation
• Strings are a fundamental data type in programming languages, 

esp. in popular languages like JavaScript, Python, etc. 

• Many subtle bugs (some could have serious security 
consequences, e.g., XSS, code injection) are caused by string 
manipulation 

• Perhaps the most actively investigated theory in SMT (e.g. 30 
solvers developed in the past ~10 years alone) 

• A long and beautiful history in logic and computation with many 
as yet unsolved problems



Among many solvers …
Kaluza

Kudzu

HAMPI

S3

Norn

CVC4

Z3

PISA

Saner

Stranger

StrSolve

SUSHI

Z3-str

IBM AppScan

Sloth

STP

TRAU

OSTRICH
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Domain = set of all strings

Problem 1: Which string operations should we allow in the theory?

Quantifier-Free Theories (as common in SMT)



Which String Theory?
Domain = set of all strings

Problem 1: Which string operations should we allow in the theory?

Here is a list of some common string operations: 
1. String concatenation 
2. Regex matching (a.k.a. regular constraint) 
3. Length constraints 
4. Replace (first occurrence, all occurrence, etc.) 
5. Transductions (e.g. toUpper, escape, …) 
6. Split 
7. Substring/Indexof/CharAt 
8. …

Quantifier-Free Theories (as common in SMT)



Problem with Decidability
Undecidability arises quite quickly when combining these operators

e.g. (1) concatenation + letter counting, 
       (2) unrestricted replace

Lots of long-standing open problems:
e.g. concatenation + length constraints

Decidability for many string operations is still unknown

Some important algorithms are not easily implementable
e.g. theory of concatenation



Which String Theory?
Problem 2: what is a letter?
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Which String Theory?
Problem 2: what is a letter?

An answer: take a finite alphabet like in automata theory

In practice, such a finite alphabet is large (e.g. unicode)

Although this doesn’t affect decidability, this raises important 
implementation questions.
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After many years of disagreement, an SMT file format for string theory 
was formalized this year: http://smtlib.cs.uiowa.edu/theories-UnicodeStrings.shtml
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SMT over Strings
After many years of disagreement, an SMT file format for string theory 
was formalized this year: http://smtlib.cs.uiowa.edu/theories-UnicodeStrings.shtml

Some highlights: 
1. Concatenation, length, regex matching, string-number conversions, 

replaceall are added 
2. Unicode alphabet

Theorem: SMT over strings (as specified above) is undecidable!

http://smtlib.cs.uiowa.edu/theories-UnicodeStrings.shtml


A Logic for Symbolic 
Execution
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f : (⌃⇤)n ! ⌃⇤ g : (⌃⇤)n ! {0, 1}
where
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Symbolic Execution
Symbolic execution is a sequence of assignments/assertions:

Path Feasibility Problem: decide if there exist input strings whose 
execution satisfies all the assertions

S ::= y := f(x1, . . . , xn) | assert(g(x1, . . . , xn)) | S1;S2

f : (⌃⇤)n ! ⌃⇤ g : (⌃⇤)n ! {0, 1}
where

x1 = x.aba.y /\ 
y1 = replaceAll(x1,a,c) /\ 
y1 in b*

Formula in string theory

x := x.aba.y;  
y := replaceAll(x,a,c);  
assert( y in b* )

Symbolic Execution

A symbolic execution is a formula in disguise:

Likewise, this is just satisfiability in disguise
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Example

innerHTML
<a> &lt;a&gt;

htmlEscape
Tom’s Tom\’s

escapeString
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Example

‘);attackScript();//
htmlEscape

&#39;);attackScript();//
escapeString

<a onclick=“viewPerson(‘&#39;); attackScript();//’)”>&#39;);attackScript();//‘</a>

r.h.s. line 3

innerHTML
<a onclick=“viewPerson(‘’); attackScript();//’)”> ’);attackScript();//‘ </a>



Example

‘);attackScript();//
htmlEscape

&#39;);attackScript();//
escapeString

<a onclick=“viewPerson(‘&#39;); attackScript();//’)”>&#39;);attackScript();//‘</a>

r.h.s. line 3

innerHTML
<a onclick=“viewPerson(‘’); attackScript();//’)”> ’);attackScript();//‘ </a>

mutation XSS
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Reduce to Path Feasability

e1 = /<button onclick="viewPerson\(' ( ' | [^']*[^'\\] ' ) \); [^']*[^'\\]' \)">.*<\/button>/

nameElem has to match

x := R1(name); 
y := R2(x); 
z := w1 . y . w2 . x . w3; 
nameElem_innerHTML := R3(z); 
assert( nameElem_innerHTML matches e1 )

These R1, R2, and R3 can be captured by finite transducers, 
or finitely many applications of replaceAll



Undecidability
Proposition: Symbolic Execution with equality, regex 
matching, and replaceAll (pat/rep constants) is undecidable
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Undecidability
Proposition: Symbolic Execution with equality, regex 
matching, and replaceAll (pat/rep constants) is undecidable

1 2 3

a

baa

ab

aa

bba

bb

Easy reduction from Post Correspondence Problem

x in (1|2|3)* /\ 
y = replaceAll(x,1,a) /\ y’ = replaceAll(y,2,ab) /\ y’’ = replaceAll(y’,3,bba) /\ 
z = replaceAll(x,1,baa) /\ z’ = replaceAll(z,2,aa) /\ z’’ = replaceAll(z,3,bb) /\ 
y’’ = z’’
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Not known to be decidable with conditionals like |x| = |y|



Decidability
Case 1: theory of concatenation (a.k.a. word equations)

String operations: concatenation
Conditionals: string equality, and regular constraints

This is decidable [Makanin’77, Schulz’90], and 
PSPACE-complete [Plandowski’00]
Not known to be decidable with conditionals like |x| = |y|

This does not capture our example above, and many other 
examples from web applications (which require encode/decode)

Adding transducers or replaceAll to this gives us undecidability 
(see proof above)
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Decidability
Case 2: straight-line fragment with concatenation and transducers

String operations: concatenation, finite transducers
Conditionals: regular constraints, length constraints, disequality

This can capture the XSS example above

This is EXPSPACE-complete [L. and Barcelo’16]
Implemented in SLOTH (w/o length tests) [Holik et al.’18]

Equalities are only used in the assignments!



Reduce to Path Feasability

e1 = /<button onclick="viewPerson\(' ( ' | [^']*[^'\\] ' ) \); [^']*[^'\\]' \)">.*<\/button>/

nameElem has to match

x := R1(name); 
y := R2(x); 
z := w1 . y . w2 . x . w3; 
nameElem_innerHTML := R3(z); 
assert( nameElem_innerHTML matches e1 )

These R1, R2, and R3 can be captured by finite transducers, 
or finitely many applications of replaceAll



Examples of Transducers

q

1/ε
0/0

Erase all 
occurrences of 1

Replace: < by &lt;, > by &gt;, and & by &amp;

q

?/?

l1</&

g1

>/&

a1&/&

l2ε/l

l3

ε/t

ε/;

g2ε/g

g3

ε/t

ε/;

a2ε/a
a3

ε/m

a4

ε/p

ε/;

? 2 ⌃ \ {<, &, >}

Input is a suffix of output

p

ε/0
 ε/1

qε/ε

0/0
 1/1

Usbotevdfs!npefmt!gps!iunmFtdbqf-!!
joofsIUNM-!ｉ!fyjtu!cvu!npsf!dpnqmfy



Decidability
Case 2: straight-line fragment with concatenation and transducers

String operations: concatenation, finite transducers
Conditionals: regular constraints, length constraints, disequality

This is EXPSPACE-complete [L. and Barcelo’16]

This can capture the XSS example above

Implemented in SLOTH (w/o length tests) [Holik et al.’18]

Equalities are only used in the assignments!

This captures majority of existing string solving benchmarks

Hypothesis: string equality is used in a restricted way in practice



The OSTRICH 
Framework

(Chen, Hague, L., Ruemmer, Wu’19)
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Generic Semantic 
Conditions

Goal: find generic conditions on  and  ensuring decidabilityf g

S ::= y := f(x1, . . . , xn) | assert(g(x1, . . . , xn)) | S1;S2

f : (⌃⇤)n ! ⌃⇤ g : (⌃⇤)n ! {0, 1}
where

(C2) g admits a regular “monadic decomposition”

(C1) Regular constraints are closed under taking pre-image of f
Tbujtgjfe!cz!dpodbufobujpo-!sfqmbdfBmm-!usbotevdfst-!ｉ

g!—>!cppmfbo!dpncjobujpot!pg!sfhvmbs!dpotusbjout



OSTRICH Framework
Theorem: There exists a fast, simple, and complete decision 
procedure for satisfiability of symbolic executions.
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OSTRICH Framework
Theorem: There exists a fast, simple, and complete decision 
procedure for satisfiability of symbolic executions.

Expressiveness: Captures many existing practical
string constraint benchmarks.

!.!hjwfo!qspdfevsft!gps!)D2*!boe!)D3*



Examples/Non-Examples
x := x . aba . y;  
y := replaceAll(x,a,c);  
assert( y in b* )

v := x . ab . y 
w := y . ba . x 
assert( v == w )

√

X assert( len(v) == len(w) )

assert(nameElem matches  
         ‘<a onclick=“viewPerson(‘’); attackScript();……”> …… </a>)

√

X

Beyond scope of talk: can extend framework for last two programs
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relation if it can be expressed as a finite union of 
products of regular languages.
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Recognisable Relations
Definition: A relation                          is a recognisable 
relation if it can be expressed as a finite union of 
products of regular languages.

R ⊆ Σ* × ⋯ × Σ*

Examples: Boolean combinations of regular constraints
Unary length constraints

Non-examples x == y
len( x ) == len( y )

|x| + |y| >= 2

Theorem (Hague et al’20): Checking if a length 
constraint is recognizable is decidable (coNP-c).
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Conditions more precisely
Definition: The function                     satisfies (C1) 
if the pre-image of a regular language w.r.t.  
is effectively recognisable.

f : (Σ*)k → Σ*
f

Definition: The function                         satisfies (C2) 
if it is effectively recognisable.

g : (Σ*)k → {0,1}
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Concatenation satisfies (C1)
. : (Σ* × Σ*) → Σ*

Proof by automata splitting

x ∈ L ∧ x = y . z and      has states q0, …, qnL

Pre-image of L under . is:

n

⋁
i=1

y ∈ Lq0,qi
∧ z ∈ Lqi,qn



Exercise

$0.5 $0.5
$1

Double Espresso

Espresso

A =

Consider the constraint x = yz ∧ x ∈ L(A)

Give pre-image of  under the concat aboveL(A)
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BY ROBERT FROST
Two roads diverged in a yellow wood,
And sorry I could not travel both
And be one traveler, long I stood
And looked down one as far as I could
To where it bent in the undergrowth;

Then took the other, as just as fair,
And having perhaps the better claim,
Because it was grassy and wanted wear;
Though as for that the passing there
Had worn them really about the same,

And both that morning equally lay
In leaves no step had trodden black.
Oh, I kept the first for another day!
Yet knowing how way leads on to way,
I doubted if I should ever come back.

I shall be telling this with a sigh
Somewhere ages and ages hence:
Two roads diverged in a wood, and I—
I took the one less traveled by,
And that has made all the difference.
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The ReplaceAll Function

In VIM: %s/pat/rep/g

replaceAll(subject,pat,rep)

The Road Not Taken 

BY ROBERT FROST
Two roads diverged in a yellow wood,
And sorry I could not travel both
And be one traveler, long I stood
And looked down one as far as I could
To where it bent in the undergrowth;

Then took the other, as just as fair,
And having perhaps the better claim,
Because it was grassy and wanted wear;
Though as for that the passing there
Had worn them really about the same,

And both that morning equally lay
In leaves no step had trodden black.
Oh, I kept the first for another day!
Yet knowing how way leads on to way,
I doubted if I should ever come back.

I shall be telling this with a sigh
Somewhere ages and ages hence:
Two roads diverged in a wood, and I—
I took the one less traveled by,
And that has made all the difference.

subject

pat = Two

rep = Three

Output: subject with *all* occurrences of strings matching pat replaced by rep

The Road Not Taken 

BY ROBERT FROST
Three roads diverged in a yellow wood,
And sorry I could not travel both
And be one traveler, long I stood
And looked down one as far as I could
To where it bent in the undergrowth;

Then took the other, as just as fair,
And having perhaps the better claim,
Because it was grassy and wanted wear;
Though as for that the passing there
Had worn them really about the same,

And both that morning equally lay
In leaves no step had trodden black.
Oh, I kept the first for another day!
Yet knowing how way leads on to way,
I doubted if I should ever come back.

I shall be telling this with a sigh
Somewhere ages and ages hence:
Three roads diverged in a wood, and I—
I took the one less traveled by,
And that has made all the difference.

%s/Two/Three/g
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replaceAll in String Theory
x = replaceAll(subject,pat,rep)

Can be a string constant/variable

pat can be a regular expression (over string constants)
(semantics: leftmost/longest match)

Most common usage: pat/rep are constants

escapeString(x,z) :=        y = replaceAll(x,”,\”) /\ z = replaceAll(y,’,\’)

Not so uncommon usage: rep is a variable, pat is a constant

mustache(x,z,bio,userName) :=        y = replaceAll(x,{{bio}},bio) /\  
                                                       z = replaceAll(y,{{userName}},userName)
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String replacements in 
HTML templates

… 
<h1> User <span  
  onclick=“popupText('{{bio}}')"> 
    {{userName}}</span> </h1> 
…

HTML template (with Mustache)

… 
bio = “‘); attackScript(‘”; 
userName = “Evil”; 
…

JSON files

HTML

… 
<h1> User <span  
  onclick=“popupText(‘’); attackScript(‘’)”> 
    Evil</span> </h1> 
…
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replaceAll(VAR,const,VAR) 
satisfies (C1)

replaceAllpat : (Σ* × Σ*) → Σ*

replaceAll−1
pat(L) constructed by monoid techniques

We discuss proof idea for the sub-case when
2nd argument (pat) is a letter a
3rd argument is a constant string β

replaceAlla,β : Σ* → Σ*



Exercise

$0.5 $0.5
$1

Double Espresso

Espresso

A =

What are …?
(1)  

(2)  

(3)

replaceAll−1
$2, $1(L(A))

replaceAll−1
$2, $0.5$0.5(L(A))

replaceAll−1
$0.5, $0.5espresso(L(A))



ReplaceAll satisfies (C1)
A = (Σ, Q, Δ, q0, F)

replace−1
a, β(L(A)) = ?

Add  for each (p, a, q) (p, q) ∈ S

Let  denote the set of pairs of states  in  such that S (p, q) A β ∈ L(Ap,q)

Erase -transitions from a A

Lemma: the resulting automaton recognizes all  such that 
.

w ∈ Σ*
replace(w, a, β) ∈ L(A)



Exercise

$0.5 $0.5
$1

Double Espresso

Espresso

A =

What is ?replaceAll−1
$0.5, $0.5espresso(L(A))

Add  for each (p, a, q) (p, q) ∈ S

 := { pairs of states  in  such that  }S (p, q) A β ∈ L(Ap,q)

Erase -transitions from a A
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Decision Procedure

1. Propagate each individual regular constraint backwards 
(i.e. in terms of input variables)


2. Solve intersection of regular languages

has the following simple recipe …
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x0 = replaceAll(x,a,y); 
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assert( x in L0 ); 
x0 = replaceAll(x,a,y); 
assert( x0 in L1 ); 
assert( x0 in S ); 
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assert( x in L0 ); 
x0 = replaceAll(x,a,y); 
assert( x in O ); 
assert( y in O’ ); 
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Algorithm
def Algo(  ): 
    if  has contains no assignment: 
        return is_sat_regular_constraints(  ) 
    else: 
        (1) rewrite  to  
        (2) if no  is in , return  
        (3) compute  in DNF say  

        (4) return or([  for i in ])

S
S

S

S (S′ ; y := f(x̄))
assert(y ∈ L) S′ Algo(S′ )

f −1(L) ⋁
i∈I

φi

Algo(S′ ; φi) I

The algorithm works on the symbex  is recursive:S

Complete given (C1) and (C2)
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Three detailed points
1. Smart exploration of disjuncts (in recognisable relation) 

and formula DAG 

2. How to implement an efficient checker for intersection of 
regular languages 

3. How to handle large alphabets (e.g. UTF-16)

On-the-fly (DFS) construction of product automata 
with simple memoization

DFS + conflict sets + clause learning

Tff!pvs!tpmwfs!PTUSJDI (https://github.com/pruemmer/ostrich)

Symbolic finite automata/transducers

https://github.com/pruemmer/ostrich


Experimental Results



Outline

• Proof ideas that concatenation and replaceAll satisfy (C1) 

• Decision Procedure 

• Extensions



Extensions

Finite Transducers (1-way, 2-way, …)

Other functions are known to satisfy (C1)

Reverse

With some further restrictions, one can add to conditionals:

Length constraints

Disequality (x != y) [useful for proving program equivalence]



Final Words
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Comparing Approaches to 
String Constraint Solving

1. Give up on decidability, and focus on effective semi-algorithms

2. Find decidable sublogics that admit ‘effective’ algorithms.

Actually, (1) and (2) are not as different as some believe them to be: 
• (1) and (2) both attempt to apply sound rewrite rules on input 

constraint  to produce constraints that are hopefully “easier”. 
• Researchers of camp (1) try to find termination conditions 
• Researchers of camp (2) try to generalize their methods resulting 
only in semi-algorithms

φ

OSTRICH starts from (2), but then implements general word equation 
rewriting) that makes it a semi-algorithm for handling general equations



Two Further Topics
Word equational reasoning:

Makanin’s Algorithm (Makanin’77)
Compression/Recompression (Plandowski’99, Jez’13)

Levy’s Method (Matijasevich)

Generating Verification Conditions:
Synthesis/Learning 
Regular Model Checking

See Rümmer’s APLAS’19 Invited Paper for Survey

https://arg-git.informatik.uni-kl.de/pub/automated_reasoning/-/blob/master/week8/overview.md

https://arg-git.informatik.uni-kl.de/pub/automated_reasoning/-/blob/master/week8/overview.md


MOSCA’19 
(Meeting on String Constraints and 

Applications)
https://mosca19.github.io/

Excellent slides 
covering other important 
topics (e.g. by 
Diekert, Tinelli, Bjorner, 
Pasareanu, Jez, …) 



Specific Open Problems
Is theory of concatenation (w/o regular constraints) in NP?

Is theory of concatenation with length constraints decidable?

A decidable theory of concatenation with string-number conversions?

Decidable theory handling “real-world” regular expressions

Warning: word equations can capture existential 
Presburger with divisibility

Extension to array theory with concatenation (e.g. used by Python)?
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